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Abstract

In recent years, there has been a shift of interest towards the
field of biometric authentication, which proves the identity of
the user using their biological characteristics. We explore a
novel biometric based on the electrical activity of the human
heart in the form of electrocardiogram (ECG) signals. In order
to explore the stability of ECG as a biometric, we collect
data from 55 participants over two sessions with a period of
4 months in between. We also use a consumer-grade ECG
monitor that is more affordable and usable than a medical-
grade counterpart. Using a standard approach to evaluate our
classifier, we obtain error rates of 2.4% for data collected
within one session and 9.7% for data collected across two
sessions. The experimental results suggest that ECG signals
collected using a consumer-grade monitor can be successfully
used for user authentication.

1 Introduction

Traditional passwords represent the most common mechanism
of authenticating users online, despite numerous usability and
security problems [1,5, 12]. Passwords create a burden for
users, as they have to be memorized and, ideally, should be
long and unique. It should not come as a surprise, therefore,
that many users opt to use easy-to-guess passwords that are
reused across different services [9, 16], leading to account
takeovers and personal data compromise. Research has shown,
for instance, that over 50% of users have the same passwords
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for different services [9] and 81% of data breaches occur due
to poor password behavior [30].

The research community has been looking at alternative
authentication schemes in order to replace or to complement
traditional passwords, including push notifications [26], graph-
ical passwords [31], trust scores [18], and gestures [27]. Of
particular interest is biometric authentication, which proves
the identity of the user with “something they are”. Biometrics
improve system usability, as users are no longer required to
remember any passwords or always carry a physical token.
The ease of using a biometric for authentication has led to
the rapid adoption of biometrics in private and public sectors,
and the global market for biometric technology is expected to
reach $59.31 billion by 2025 [13].

While existing research has focused on common modalities,
such as fingerprints, face recognition, and iris scans, insuf-
ficient work has been done to explore novel biometrics. In
this work, we investigate a biometric based on the electrical
activity of the human heart in the form of electrocardiogram
(ECG) signals. Past research has demonstrated that ECG is
sufficiently unique to each individual [6] and could be used
for user authentication. This work further explores the stabil-
ity (i.e. invariability) of ECG as a biometric over long peri-
ods of time. Moreover, we investigate whether ECG signals
recorded using a consumer-grade ECG monitor can be used
for user authentication. These monitors are more affordable
and less intrusive than their medical-grade counterparts, and
present a more realistic scenario of collecting an ECG from
an embedded sensor. Finally, we evaluate the performance
of the classifiers responsible for user authentication using
two approaches, one of which is a standard method found
in the existing literature and another one that provides better
estimates of the mistakes made by the classifiers.

2 Background and Related Work

This work evaluates ECG as a biometric for user authentica-
tion using data collected from a consumer-grade monitor over
a period of four months. In this section, we provide a brief



overview of biometrics and discuss related work on evaluating
ECG for user authentication.

2.1 Biometrics

The term ‘biometrics’ is used to describe measurable and dis-
tinctive characteristics that can be used to perform recognition
of individuals [14]. These characteristics are often divided
into two categories: physiological and behavioral [14]. Physi-
ological biometrics relate to human physiology; these include
fingerprints, facial features, iris patterns or DNA. Behavioral
biometrics are based on human behavior, such as keystroke
dynamics, voice or gait. In order for a biometric to be ap-
plicable for access control, it needs to be universal (present
and measurable in every individual), unique (different in ev-
ery individual), and stable (invariant over the individual’s
lifetime) [17]. Digital representations of the unique features
extracted from a biometric sample are known as biometric
templates.

Authentication and Identification. Biometrics can be used
to achieve two important access control goals, user authentica-
tion and identification [17]. Biometric authentication involves
the user presenting an identity claim and a biometric sample.
The system then decides whether this claim is valid based
on the recorded biometric for this identity. In contrast, user
identification involves finding the closest match to presented
biometrics among the stored templates. In this project, we
focus on user authentication leaving identification as future
work.

Limitations. Although biometrics offer greater usability than
traditional passwords, there are still concerns over the secu-
rity and privacy of biometric data [24]. Once compromised,
biometrics cannot be easily revoked, as they depend on persis-
tent physiological or behavioral characteristics of an individ-
ual. Furthermore, operators of biometric recognition systems
might obtain additional unintended information from a user’s
biometric data. For instance, fingerprint patterns might be
correlated with certain diseases [32]. Finally, some biometric
characteristics cannot be easily kept as a secret, such as an
individual’s face. Therefore, a user who wishes to remain
anonymous might still be identified without their knowledge
and consent [32].

2.2 Electrocardiogram as a Biometric

The heart is a muscle that pumps blood filled with oxygen and
nutrients through the blood vessels to the body tissues [29]. In
order to pump blood, the heart muscle must contract, which
generates an electrical impulse. This impulse can be detected
on the surface of the body using electrodes placed on the
skin, which is done during an electrocardiogram (ECG) test.
An ECG trace captures the process of depolarization and
repolarization of the heart chambers, which causes them to
contract and relax.

Several studies examine the uniqueness and stability of
ECG. Most of these follow an “on-the-person” approach for
signal acquisition, such that electrodes are located directly on
the individual [4, 6,11, 15,19, 23]. There are fewer studies
that follow an “off-the-person" approach, but they illustrate a
more realistic use-case scenario for ECG-based recognition
systems. Such examples include installing ECG sensors into
a smartphone case [3], embedding the sensor into a keyboard
wrist rest [8], and installing an ECG monitor into the steering
wheel of a car [22]. Furthermore, existing studies often use
data collected over a single data collection session as seen
in [3,4,7,11,15,20,21]. Although single-session datasets are
easier to create, they cannot be used to draw conclusions about
the stability of ECG as a biometric. While several authors
used longitudinal ECG data in their studies [19,23], only one
study explicitly provided a side-by-side comparison of results
achieved using both single-session and multiple-session data
collected over a period of four months [8]. It concluded that
ECG-based biometrics exhibit promising recognition rates
using both short-term and long-term data. In terms of scale,
most works that explore ECG for personal identification do
not assess the performance of their ECG authentication sys-
tems on very large datasets, as was done for other biometric
modalities. A notable exception is [6], which evaluated the
performance of a biometric system using a database of ECG
recordings collected from 618 subjects and obtained high
recognition rates.

Using ECG for authentication can also address some of the
common limitations of other biometrics. For instance, ECG
cannot be observed without using dedicated sensors and, thus,
can be used to make the authentication process inconspicuous.
This can be useful to prevent leakage attacks, such as when
an adversary obtains user credentials by shoulder surfing their
victims.

3 Methodology

In this section, we describe the methods used to collect and
preprocess the dataset, train the classifiers to match biometric
templates with presented identities, and perform the evalua-
tion of obtained models.'

3.1 Dataset

We collected ECG readings from 55 participants over two
sessions with a period of four months in between. Most of
the subjects were affiliated with the university, either as stu-
dents, support staff or faculty members. According to the
demographic survey, 30 males and 25 females enrolled in
the data collection aged between 18 and 60 (median = 22).
Furthermore, none of the participants reported any serious
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health issues, though several were feeling exhausted or sleep
deprived at the moment of the experiment. There were no
restrictions on eligibility, as long as the subject was at least 18
years old. We note that due to technical issues that occurred
during data collection, only 49 participants had sufficient data
points for use in subsequent analysis.

We used an AliveCor Kardia Mobile ECG monitor [2] as

the best approximation to a biometric sensor that could be
deployed in a real authentication system. During operation,
the monitor is connected to a smartphone application, which
stores the data as a single-lead ECG recording. In order to
record an ECG, the user has to place two fingers from each
hand onto each of the two electrodes, as shown in Figure 1.
Procedure. The data collection took place in one of the open
workspaces in the School of Informatics at the University of
Edinburgh. The procedure involved each participant record-
ing their ECG trace using the monitor for 4 minutes. The
recording was performed twice for a total of 8§ minutes, with a
break in between. The participants were not restricted in their
actions and were allowed to talk and to perform movements,
as long as that did not interfere with data collection. As part of
a survey, subjects were asked to self-report their physical and
emotional states, although this did not have any impact on the
data collection. Participants who took part in both sessions
received a £5 Starbucks gift card at the end of the second
session.
Ethics. The experimental methodology used in this project ad-
heres to the ethics regulations of the University of Edinburgh
and the setup was reviewed and authorized by the School
of Informatics Ethics Panel. All subjects signed a consent
form, which confirmed their voluntary participation in the
data collection procedure.

Figure 1: ECG monitor connected to the smartphone applica-
tion.

3.2 Data Preprocessing and Classification

We describe the approach we took to preprocess our dataset,
extract biometric templates and train classifiers.

Signal Preprocessing. We preprocessed raw ECG traces be-
fore using them for evaluation. We used filters supplied by the

monitor, including a Mains filter to remove power line inter-
ference and Butterworth band-pass filters to remove baseline
wander noise and high-frequency noise from the ECG signal.
We then divided the continuous ECG traces into segments
representing individual heartbeats. First, we accentuated QRS
complexes using wavelet transform and located the R peaks
present in every heartbeat using a thresholding technique
based on the running mean, as shown in Figure 3. We then
used the located R peaks to partition the ECG traces into indi-
vidual heartbeat waveforms. We removed noisy or incorrectly
partitioned waveforms by comparing each segment to a me-
dian waveform of an individual and dropping 20% of the most
dissimilar segments as defined by the Euclidean distance. We
used the remaining heartbeat waveforms as features to train
the classifiers for user authentication. We additionally stan-
dardized the features using z-scores and performed Principal
Component Analysis (PCA) to select the first 25 principal
components as the input features. Figure 2 illustrates the
obtained heartbeat waveforms (before standardization) and
demonstrates the intersubject variability of the ECG.
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Figure 2: ECG variation among 8 individuals.

Template Classification. In order to match biometric tem-
plates with the provided identity, we experimented with
several machine learning algorithms, including logistic re-
gression, k-nearest neighbors, and support vector machines
(SVM). We chose SVM as our final model and performed
5-fold cross-validation to select the hyperparameters for the
model using 80% of data as the training set, leaving the re-
maining 20% as the test set. It is important to note that we
trained separate models for each user in our dataset, such that
each classifier aims to predict the probability with which a
provided biometric template belongs to that specific user.

3.3 Evaluation

In general, a biometric system can exhibit two types of errors.
A false accept happens whenever a system incorrectly accepts
an intruder and a false reject happens whenever a system in-



—— ECG Signal
—— Threshold
e Peaks

Amplitudes

A

[ 250 500 750

1250 1500 1750 2000

Samples

Figure 3: Peak detection using a threshold based on the running mean.

correctly rejects a genuine user. The decision threshold of the
classifier can be further tuned to improve either the overall
usability (reduce the number of false rejects) or security (re-
duce the number of false accepts) of the system [25]. As is
common in biometrics research [10], we used equal error rate
(ERR) and half target error rate (HTER) as our performance
metrics. ERR is the error rate that is achieved when the deci-
sion threshold of the classifier is tuned such that the number of
false rejects and false accepts is equal, while HTER represents
the error rate at some predefined decision threshold.

In this work, we evaluated the performance of our authenti-
cation models using two different approaches. Using the first
method, we included the same users in the training and test
sets for each evaluated classifier. While this approach is easier
and commonly seen in the literature [10], it underestimates
the number of false accepts, as the classifier learns to distin-
guish the target user (for whom the classifier is trained) from
every other user in the dataset. The second approach is to
exclude data of a specific (non-target) user from the training
set, but retain it in the test set. Therefore, during the training
phase, the classifier does not learn to distinguish the readings
from the target user from the readings of the excluded user,
minimizing the bias in the evaluation. For each evaluated clas-
sifier, we can repeat this procedure excluding a different user
every time.

4 Results

We present the results of our evaluation using the two dis-
cussed approaches. For each dataset collected during the two
data collection sessions, we used the first 80% of the ECG
trace across 49 subjects as the training data and the remaining
20% of the signal as the test data. Thus, we obtained two
training sets and two test sets from each session in total.

We are also interested in examining the stability of ECG
as a biometric, in other words, how invariant it remains for
each individual over long periods of time. For this reason,
each table includes results under three conditions. In the first
two, both training and test sets are taken from the same data
collection session (first or second). In the third condition, the

training set is taken from the first session, while the test set
comes from the second session, collected four months later.

The results of the first evaluation approach are presented in
Table 1. The average performance of classifiers for each target
user is assessed using equal error rate (EER) as the metric,
presented as the average of individual EER scores obtained
for each of the 49 users.

Training Testing Average EER  Standard Deviation

S1 S1 3.22% 2.99%
S2 S2 2.44% 2.40%
S1 S2 9.65% 11.35%

Table 1: Results obtained using the first evaluation approach.
The first two columns reflect from which session (S1 or S2)
the corresponding dataset originates. Lower scores indicate
better performance.

The results of the second evaluation approach are shown in
Table 2. In this case, we use half target error rate (HTER) as
the metric, as we set the decision threshold during the training
process, which represents a more realistic scenario. We obtain
the average HTER score by averaging the individual HTER
scores for each evaluated classifier.

Training Testing Average HTER Standard Deviation

S1 S1 5.86% 10.00%
S2 S2 4.58% 9.35%
S1 S2 30.02% 17.40%

Table 2: Results obtained using the second evaluation ap-
proach. The first two columns reflect from which session (S1
or S2) the corresponding dataset originates. Lower scores
indicate better performance.

5 Discussion and Conclusion

In this work, we examine the usage of ECG as a biometric,
focusing on the stability of the ECG signal and performance of



classifiers trained using data collected from a consumer-grade
ECG monitor. Comparing results reported in the literature
proves to be difficult in practice, as no standardized dataset for
ECG-based biometric research exists, and different authors
collect their data under different conditions. Nevertheless, we
present our results alongside existing studies in Table 3. We
only list studies that follow a more realistic and usable “off-
the-person‘ approach, in which the monitor sensors are not
placed directly on the individual.

Study Subjects Duration  EER
Present Work 49 Short 2.4%
Present Work 49 Long 9.7 %
Carreiras et al. [6] 63 Short 13.3%
Coutinho et al [7] 19 Short 0.4%
Falconi et al.” [3] 10 Short 9.8%
Silva et al. [8] 63 Short 1.0%
Silva et al. [8] 63 Long 9.1%
Singh et al. [28] 126 Short 3.4%
Komeili et al. [20] 70 Short 11.0%

Table 3: Results from studies on ECG-based biometric authen-
tication. All studies follow the “off-the-person” approach and
use a single-lead ECG monitor. ‘Duration’ indicates whether
the result is obtained using short- or long-term data.

The results presented in this work provide a positive per-
spective on ECG-based biometrics, by showing that individu-
als can be authenticated by using their ECG trace. This project
has also confirmed the results of previous authors showing
that the performance of ECG biometrics degrades over time.
Improving the performance of ECG over longer periods of
time could be done by synchronizing the stored biometric
with the new signal after each successful authentication.

This work also demonstrates a high potential of using
consumer-grade ECG monitors for authentication. The in-
troduction of low-cost sensors allows system designers to
embed them into existing access control systems. Neverthe-
less, more research needs to be done on extracting features
from ECG signals obtained from consumer-grade monitors,
preventing spoofing attacks and guaranteeing that ECG-based
biometric systems are socially accepted by the general public.

References

[1] Anne Adams, Martina Angela Sasse, and Peter Lunt.
Making passwords secure and usable. In People and
Computers XII, pages 1-19. Springer, 1997.

[2] AliveCor. AliveCor KardiaMobile. https://store.

alivecor.com/products/kardiamobile, 2019. Ac-
cessed: 2019-05-31.

2 Authors do not provide EER, thus HTER is presented instead.

[3] J. S. Arteaga-Falconi, H. Al Osman, and A. El Saddik.
ECG authentication for mobile devices. IEEE Transac-
tions on Instrumentation and Measurement, 65(3):591—
600, March 2016.

[4] L. Biel, O. Pettersson, L. Philipson, and P. Wide. ECG
analysis: a new approach in human identification. /IEEE
Transactions on Instrumentation and Measurement,
50(3):808-812, Jun 2001.

[5] Joseph Bonneau, Cormac Herley, Paul C Van Oorschot,
and Frank Stajano. The quest to replace passwords: A
framework for comparative evaluation of web authenti-
cation schemes. In 2012 IEEE Symposium on Security
and Privacy, pages 553-567. IEEE, 2012.

[6] Carlos Carreiras, André Lourenco, Hugo Silva, Ana
Fred, and Rui Ferreira. Evaluating template uniqueness
in ECG biometrics. In Joaquim Filipe, Oleg Gusikhin,
Kurosh Madani, and Jurek Sasiadek, editors, Informatics
in Control, Automation and Robotics, pages 111-123,
Cham, 2016. Springer International Publishing.

[7] David Pereira Coutinho, Ana L. N. Fred, and Mario
A. T. Figueiredo. ECG-based continuous authentication
system using adaptive string matching. In BIOSIGNALS,
2011.

[8] H. P. da Silva, A. Fred, A. Lourenco, and A. K. Jain.
Finger ECG signal for user authentication: Usability
and performance. In 2013 IEEE Sixth International
Conference on Biometrics: Theory, Applications and
Systems (BTAS), pages 1-8, Sept 2013.

[9]1 Anupam Das, Joseph Bonneau, Matthew Caesar, Nikita
Borisov, and XiaoFeng Wang. The tangled web of pass-
word reuse. In NDSS, volume 14, pages 23-26, 2014.

[10] Simon Eberz, Kasper B. Rasmussen, Vincent Lenders,
and Ivan Martinovic. Evaluating behavioral biometrics
for continuous authentication: Challenges and metrics.
In Proceedings of the 2017 ACM on Asia Conference
on Computer and Communications Security, ASIA CCS
"17, pages 386-399, New York, NY, USA, 2017. ACM.

[11] Afonso Eduardo, Helena Aidos, and Ana L. N. Fred.
ECG-based biometrics using a deep autoencoder for
feature learning - an empirical study on transferability.
In ICPRAM, 2017.

[12] Steven Furnell and Leith Zekri. Replacing passwords:
in search of the secret remedy. Network Security,
2006(1):4-8, 2006.

[13] Grand View Research. Biometrics tech-
nology market analysis report by end-use.
https://www.grandviewresearch.com/
industry-analysis/biometrics-industry,
2017. Accessed: 2019-05-31.


https://store.alivecor.com/products/kardiamobile
https://store.alivecor.com/products/kardiamobile
https://www.grandviewresearch.com/industry-analysis/biometrics-industry
https://www.grandviewresearch.com/industry-analysis/biometrics-industry

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

Information  Technology Laboratory -  Na-
tional Institute of Standards and Technol-
ogy. Standards for biometric technologies.
https://www.nist.gov/speech-testimony/
standards-biometric-technologies, 2013.

cessed: 2019-05-31.

Ac-

Steven A. Israel, John M. Irvine, Andrew Cheng,
Mark D. Wiederhold, and Brenda K. Wiederhold. ECG
to identify individuals. Pattern Recogn., 38(1):133-142,
January 2005.

Blake Ives, Kenneth R Walsh, and Helmut Schneider.
The domino effect of password reuse. Communications
of the ACM, 47(4):75-78, 2004.

Anil K Jain, Patrick Flynn, and Arun A Ross. Handbook
of biometrics. Springer Science & Business Media,
2007.

Bjorn Markus Jakobsson, Mark J Grandcolas,
Philippe JP Golle, Richard Chow, and Runting Shi.
Implicit authentication, November 13 2012. US Patent
8,312,157.

Irena Jekova, Vessela Krasteva, and Ramun Schmid.
Human identification by cross-correlation and pattern
matching of personalized heartbeat: Influence of ECG
leads and reference database size. Sensors, 18(2):372,
Jan 2018.

M. Komeili, W. Louis, N. Armanfard, and D. Hatzinakos.
On evaluating human recognition using electrocardio-
gram signals: From rest to exercise. In 2016 IEEE
Canadian Conference on Electrical and Computer En-
gineering (CCECE), pages 1-4, May 2016.

M. Kyoso and A. Uchiyama. Development of an ECG
identification system. In 2001 Conference Proceedings
of the 23rd Annual International Conference of the IEEE
Engineering in Medicine and Biology Society, volume 4,
pages 3721-3723 vol.4, 2001.

André Lourenco, Ana Priscila Alves, Carlos Carreiras,
Rui Policarpo Duarte, and Ana Fred. Cardiowheel: ECG
biometrics on the steering wheel. In Joint European
Conference on Machine Learning and Knowledge Dis-
covery in Databases, pages 267-270. Springer, 2015.

A.P. Nemirko and T.S Lugovaya. Biometric human iden-
tification based on electrocardiogram. In XII-th Russian
Conference on Mathematical Methods of Pattern Recog-
nition, pages 387-390. MAKS Press, 2005.

[24]

[25]

[26]

(27]

(28]

[29]

(30]

(31]

(32]

Salil Prabhakar, Sharath Pankanti, and Anil K Jain. Bio-
metric recognition: Security and privacy concerns. [EEE
security & privacy, (2):33-42, 2003.

Albert Ali. Salah. Machine learning for biometrics. In
Handbook of Research on Machine Learning Applica-
tions and Trends: Algorithms, Methods, and Techniques,
chapter 26, pages 539-560. IGI Global, Oxford, 2010.

Aleksey Sanin, Matt Ricketson, Ryan Newlman, Andrew
LeBlanc, and Eric Stern. Systems and methods for push
notification based application authentication and autho-
rization, January 2 2014. US Patent App. 13/915,475.

Michael Sherman, Gradeigh Clark, Yulong Yang, Shri-
datt Sugrim, Arttu Modig, Janne Lindqvist, Antti
Oulasvirta, and Teemu Roos. User-generated free-form
gestures for authentication: Security and memorability.
In Proceedings of the 12th annual international con-
ference on Mobile systems, applications, and services,

pages 176-189. ACM, 2014.

K. Singh, A. Singhvi, and V. Pathangay. Dry contact fin-
gertip ECG-based authentication system using time, fre-
quency domain features and support vector machine. In
2015 37th Annual International Conference of the IEEE
Engineering in Medicine and Biology Society (EMBC),
pages 526-529, Aug 2015.

The Johns Hopkins University. Basic Anatomy of
the Heart. https://www.hopkinsmedicine.org/
healthlibrary/conditions/cardiovascular_
diseases/basic_anatomy_of_the_heart_85,
P00192. Accessed: 2019-05-31.

Verizon. Verizon Data Breach Investigations Report.
https://enterprise.verizon.com/resources/
reports/dbir/#report, 2017. Accessed: 2019-05-
31.

Susan Wiedenbeck, Jim Waters, Jean-Camille Birget,
Alex Brodskiy, and Nasir Memon. Passpoints: Design
and longitudinal evaluation of a graphical password sys-
tem. International journal of human-computer studies,
63(1-2):102-127, 2005.

John D Woodward. Biometrics: Privacy’s foe or pri-
vacy’s friend? Proceedings of the IEEE, 85(9):1480—
1492, 1997.


https://www.nist.gov/speech-testimony/standards-biometric-technologies
https://www.nist.gov/speech-testimony/standards-biometric-technologies
https://www.hopkinsmedicine.org/healthlibrary/conditions/cardiovascular_diseases/basic_anatomy_of_the_heart_85,P00192
https://www.hopkinsmedicine.org/healthlibrary/conditions/cardiovascular_diseases/basic_anatomy_of_the_heart_85,P00192
https://www.hopkinsmedicine.org/healthlibrary/conditions/cardiovascular_diseases/basic_anatomy_of_the_heart_85,P00192
https://www.hopkinsmedicine.org/healthlibrary/conditions/cardiovascular_diseases/basic_anatomy_of_the_heart_85,P00192
https://enterprise.verizon.com/resources/reports/dbir/#report
https://enterprise.verizon.com/resources/reports/dbir/#report

	Introduction
	Background and Related Work
	Biometrics
	Electrocardiogram as a Biometric

	Methodology
	Dataset
	Data Preprocessing and Classification
	Evaluation

	Results
	Discussion and Conclusion

